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Abstract: 
The capability to identify potential system hazards and operability problems, and to recommend 
appropriate mitigation mechanisms is vital to the development of safety critical embedded systems. 
Hazard and Operability (HAZOP) analysis which is mostly used to achieve these objectives is a 
complex and largely human-centred process, and increased tool support could reduce costs and 
improve quality. This work presents a framework and tool prototype that facilitates the early 
identification of potential system hazards from requirements and the reuse of previous experience 
for conducting HAZOP. The results from the preliminary evaluation of the tool suggest its potential 
viability for application in real industrial context. 
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1. Introduction 
 
An important aspect of the development of safety-critical embedded systems is the identification of 
safety concerns of a system and making adequate provisions to reduce the likelihood of occurrence 
of hazards. Consequently, it is important to identify hazards during the early stages of system 
development such as requirements engineering rather than at later stages when the cost of 
mitigation or error correction could be significantly higher. Hazard and Operability (HAZOP) study is 
one of the most widely used safety analysis techniques [1]. HAZOP is used to study hazards and 
operability problems by investigating the effects of deviations from prescribed design intent in order 
to mitigate the occurrence of adverse consequences. It involves a creative anticipation of hazards 
and operation problems, and recommendation of appropriate safeguard mechanisms by a team of 
experts. 
Read document 
Keywords 
 
    IEEE Keywords 
    Ontologies, Hazards, Libraries, Natural language processing, Humans, Valves 
    INSPEC: Controlled Indexing 
    safety-critical software, case-based reasoning, embedded systems, natural language processing, 
ontologies (artificial intelligence) 
    INSPEC: Non-Controlled Indexing 
    knowledge reuse-oriented safety analysis, hazard identification, requirements analysis, reuse-
oriented HAZOP analysis, hazard and operability analysis, system hazard, hazard mitigation 
mechanism, safety critical embedded systems, KROSA tool 
    Author Keywords 
    natural language processing, HAZOP analysis, hazard identification, ontology, requirements, case-
based reasoning 
 
Authors 
Olawande Daramola 
Department of Computer and Information Science, Norwegian University of Science and Technology, 
Norway 
Tor Stålhane 
Department of Computer and Information Science, Norwegian University of Science and Technology, 
Norway 
Guttorm Sindre 
Department of Computer and Information Science, Norwegian University of Science and Technology, 
Norway 
Inah Omoronyia 
Irish Software Engineering Research Centre, Ireland 
Related Articles 
DODT: Increasing requirements formalism using domain ontologies for improved embedded systems 
development 
Stefan Farfeleder; Thomas Moser; Andreas Krall; Tor Stalhane; Herbert Zojer; Christian Panis 
Fuzzy ontology for natural language 
Julia M. Taylor; Victor Raskin 
Semantic Similarity between Concepts from Different OWL Ontologies 
Le Duy Ngan; Tran Minh Hang; Angela Eck Soong Goh 
Class Diagram Extraction from Textual Requirements Using Natural Language Processing (NLP) 
Techniques 
Mohd Ibrahim; Rodina Ahmad 
Tversky's Parameterized Similarity Ratio Model: A Basis for Semantic Relatedness 
Valerie Cross 
SemQ: A proposed framework for representing semantic opposition in the Holy Quran using 
Semantic Web technologies 
Hend S. Al-Khalifa; Maha M. Al-Yahya; Alia Bahanshal; Iman Al-Odah 
Document Visualization Based on Semantic Graphs 
Delia Rusu; Bla&#158; Fortuna; Dunja Mladenic; Marko Grobelnik; Ruben Sipo&#154; 
Ontology-Based Natural Language Processing for In-store Shopping Situations 
Sabine Janzen; Wolfgang Maass 
Information Extraction as an Ontology Population Task and Its Application to Genic Interactions 
Alain-Pierre Manine; Erick Alphonse; Philippe Bessi&#x0E8;res 
Expression of uncertainty in linguistic data 
Alain Auger; Jean Roy 
    
 
    About IEEE Xplore Contact Us Help Terms of Use Nondiscrimination Policy Sitemap Privacy & 
Opting Out of Cookies  
 
A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated 
to advancing technology for the benefit of humanity. 
© Copyright 2017 IEEE - All rights reserved. Use of this web site signifies your agreement to the 
terms and conditions. 
